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EMPLOYEE THEFT AND EMBEZZLEMENT

“Public office is a public trust.”   This has long been a guiding principle of

government.  What it means is that public officers and employees should conduct

themselves at all times in a manner that reflects creditably on the agency they serve.  They

should not seek private gain from public office.  They should adhere to high standards.

They most certainly should not steal from the Road Commission they serve.  There is no

such thing as a little theft.

Statistics show that employee theft generally is on the rise.  On average,

approximately 1/3 of employee theft is committed by managerial staff.  One of the main

reasons cited by employees who are caught is that the employer made it easy to do so, not

because of any real financial pressure.  Other employees point out that they see senior

staff help themselves to whatever they want, so they assume it is okay for them too.

There are many ways employees may steal from their employers.  Some common

ways are:

-- taking cash if available

-- helping themselves to the employer’s property

-- submitting false invoices for payment

-- using company credit cards to pay for personal expenses

-- cheating when filling in their time sheet

Employees can be very creative when it comes to stealing, so one of the first tips for

prevention is to understand how it can occur in your workplace.  Other tips for prevention

include:
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1. Have policies and procedures in place and make sure every employee knows

them.

Your policies should make it clear that any theft, no matter how small, will be dealt

with severely, up to and including termination.  Include in the policy an outline of exactly

what constitutes stealing.  Require employees to report incidents of theft of which they are

aware.  Make sure your supervisors understand the policy and do not give inconsistent

messages to the employee.  A common defense is for the employee to say his/her

supervisor told him/her it was okay to take something home.  Your supervisors must also

obey your anti-theft policies if you are going to successfully enforce them against your

lower level employees.

If you do not already have one in place, you should also consider adoption of an

ethical standards policy.  Set a high moral and ethical standard at the top, and make sure

that standard is communicated down through the organization.  Management must

reinforce and model that standard.  Why is adoption of an ethical standards policy by a

public agency important?  So that public officers and employees of road commissions may

understand what is expected of them in upholding the public trust.  Appropriate standards

of conduct enhance the governmental process and build citizen confidence.  Codes of

conduct, if reasonably drafted and reliably enforced, increase the likelihood that public

officials will make decisions and policies on the basis of the merits of issues, rather than

on the basis of factors, such as personal gain, that should be irrelevant.  

2. Conduct thorough background screening before hiring employees. 

Although there is a cost, background checks usually pay for themselves.  Check for

items such as: past employment, education and certification verifications, reference

checks, drug testing, and civil or criminal convictions.
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Also, carefully interview applicants during the interview process.  Consider

conducting an interview that asks scenario-based questions such as, “What would you do

if you caught a co-worker stealing?”  While asking such questions does not guarantee

weeding out bad employees, the more thorough your interviewing process with new

applicants, the more likely you will be able to weed out problematic applicants.

3. Implement checks and balances to help prevent theft.  

For instance, make sure employees’ duties are separated so that no one employee

is responsible for both the receipt of cash and recording of the same transaction.  Also,

separate purchasing functions from payables functions.  Ensure that the same person is

not authorized to write and sign a check.  Require supervisors to approve employees’ time

sheets before payroll is prepared.  Address disgruntled employees and be aware of

employees who may be experiencing financial difficulties.  Limit the amount of petty cash

on hand.  

Also, you should restrict the use of agency credit cards and verify all charges made

to credit cards or accounts to ensure that they are business-related.  Limit the number of

employees authorized to use credit cards on behalf of the agency.  Require employees to

submit itemized, original receipts for all purchases.   Examine credit card statements and

corresponding receipts each month to determine whether charges are appropriate and

related to agency business.

Maintain vehicle logs, listing the dates, times, mileage or odometer readings,

purpose of the trip, and name of the employee using the vehicle.  Periodically review the

logs to determine whether usage is appropriate and related to agency business.  Maintain

an equipment list and periodically complete an equipment inventory.
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4. Surveillance.

You may also want to consider setting up surveillance cameras in the workplace to

deter theft.  However, because filming can implicate privacy rights, you must be careful not

to cross the line.  Generally, only attempt to film areas which are public (not bathrooms or

changing areas) and do not attempt to pick up any audio with the cameras.

Courts generally determine whether an employee’s privacy has been violated by

looking at two competing interests - the employer’s need to conduct the surveillance and

the employee’s reasonable expectation of privacy.  An employee who is using the

bathroom or getting undressed has a strong and very reasonable expectation of privacy.

Few (if any) employers will have a substantial enough need to justify filming employees

doing these things.  

5. Limit access to passwords, credit cards, and safes.  

Make sure only key employees who have a need to know are given information and

passwords that deal with financial documents, agency credit cards, and access to safes

and confidential files.  Keep credit cards and passwords in a secure (locked) location.

6. Always investigate claims of employee theft as thoroughly as possible.  

Let the employee(s) involved know that the issue involved is being taken seriously

and will not be tolerated.  Consider involving law enforcement but do not rely exclusively

on that investigation to determine if discipline should be given.  Instead, also perform your

own internal investigation by interviewing all involved employees.  Take care to ensure the

investigation remains confidential.  Only people with a need to know should be provided

information about the proceeding. 

When you interview employees, do so individually.  If the investigation involves a

union employee, the employee has the right to have a union steward present during any
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interview that the employee expects could result in discipline.  Tape record interviews.

Gather facts and compile documentation.  Make sure to preserve all evidence.

7. If employee theft is proven, you must follow through with discipline.  

In most cases, intentional theft warrants discharge.  However, there are instances

when you should consider mitigating factors.  For instance, a supervisor may have

unwittingly approved or been somehow involved in the dishonest behavior, or the employee

may have a long, unblemished work record, and the theft may be very small.  Discharging

him/her for a small lapse in judgment may not be worth the cost of hiring and training a new

employee, particularly if remorse is shown and restitution paid.  Consider the severity of

the offense and the likelihood that the employee will engage in similar conduct in the

future.  Review the employee’s past disciplinary record to see whether there have been

other incidents or warnings.  Be sure to administer discipline consistently so as to avoid

claims of discrimination.

Be careful about public comments you make about the discipline.  Under the

Bullard-Plawecki Employee Right to Know Act, information about discipline given to an

employee may only be divulged to a third party with notice at least concurrently given to

the employee by first-class mail to his last known address.  This is true of verbal

statements made, as well as written disciplinary documents.  It is better, if asked, to

respond that the Road Commission cannot comment publicly on a disciplinary matter

because it is a confidential personnel matter.  In this way, you can also avoid possible

slander/defamation claims brought by the employee who was accused of stealing.

Prevention is an employer’s best defense against theft.  However, where theft has

occurred, an employer’s response is equally important.  You should always conduct an
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investigation, determine the extent of the theft and who was responsible, and try to recover

the stolen property and funds.  Then, thoroughly analyze the situation and determine what,

if anything, you can do to prevent it from occurring again.  
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